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EXPERIENCES OF CONDUCTING ONLINE EXAM PROCTORING IN LOW-
RESOURCE SETTINGS: A SRI LANKAN CASE STUDY

Abstract. Online tests are becoming increasingly common as online learning gains popularity.
Online assessments are more prone to academic dishonesty than traditional exams. Ad hoc online
proctoring techniques have been used by institutions to prevent academic misconduct during
online tests. In contexts with unreliable infrastructure, such as slow internet connections and a lack
of compatible equipment, it is challenging to figure out how to employ technology to proctor
online tests swiftly and efficiently. The goal of this study was to gain a better understanding of the
context and requirements for scaling up online exams in Sri Lanka as well as to investigate what
options for improving the subsequent deployment of online proctoring systems in low-resource
settings exist in order to maintain the caliber of academic programs. In this work, an in-class
assignment for a Software Engineering course at a higher education institution in Sri Lanka was
manually proctored using video conferencing software in a completely remote context. A post-
exam feedback survey was used to collect information about participants' experiences with online
proctoring. The survey was supposed to reveal the experiences about the devices used, internet
connectivity, the factors that led to stress and perceptions about cheating during the exam. The
data obtained from both the assignment and the survey was analyzed in order to make well-
informed decisions about the future deployment of online proctoring technologies. This paper
presents evidence of the experiment that strongly recommends that online exam proctoring
solutions be developed after a careful examination of the constraints such as internet connection
speed, stability, and affordability, as well as sudden power outages of the environment in which
they will be utilised, in order to unlock the true potential of e-learning technologies.
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1. INTRODUCTION

Global adoption of online learning has increased rapidly in the recent past [1]. Access to
quality learning material from world-renowned universities (e.g [2], [3]) and the ability to
learn at one's own pace by engaging in Massive Open Online Courses (MOOC) are some of
the benefits of online learning. Despite its advantages, online learning is facing challenges in
conducting online exams while ensuring academic integrity and protecting the credibility of
the programs [1], [4]. Academic dishonesty is more common in online tests than in physical
exams since all the material that needs to be accessible is available with a single click or a
voice command [5]. Siddhpura & Siddhpura [6] have identified cheating, collusion,
impersonation, contract cheating and plagiarism as the possible types of academic misconduct
in online exams. Gazing away from the screen, talking, using unauthorized materials,
positioning oneself out of the view of the webcam, constant change of active window can be
identified as behaviour associated with academic misconduct in online exams [7]. While
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using a false identity and using outside sources are two of the most frequent cheating
strategies, candidates nevertheless come up with new strategies on a regular basis. There are
methods to abuse internet access or navigation privileges despite careful monitoring [8].

There are several proctoring services with specialized proctoring software that helps
instructors to conduct online examinations [9]. Examination candidates are required to have a
webcam and an internet connection to access the proctoring platform to connect with the well-
trained proctors. These services offer the highest reliability at prices calculated per session,
which is often very costly if the requirement is to conduct a mass-scale examination.

There have been three different remote proctoring systems documented [10]. One such
method is live proctoring, which is very similar to traditional in-person proctored exams but
necessitates a proctor with higher technological proficiency. Live proctoring is an exam that is
taking place with a real-time human proctor monitoring the process remotely (for example, by
watching the students live online via Zoom). The second type is a video recording of the test
taker that is later watched and judged by a human proctor. The third kind of proctored
examinations involves automation, in which the technology records the exam and recognizes
and alerts instances of potential student misconduct by introducing very complex systems that
combine low-level features into high-level features using artificial intelligence, image
processing algorithms, biometric technologies, and cloud technologies [11], [12]. Many of the
studies have elaborated that an Automated Online Exam Proctoring system contains two main
components, namely, Exam Candidate Authentication and Detection of Academic Misconduct
[12], [13]. In most of the studies conducted to address the problems in online proctoring, a
priority has been given to user authentication and successful methods have been implemented to
correctly identify the test taker using technologies such as biometrics, continuous authentication
etc. [14], [15]. To detect academic misconducts, previous work has utilized gaze estimations,
head pose detections, keystroke metrics, mouse movement data etc. [16], [17].

Authors in [16] proposed a Visual Analytics system that consists of two major modules,
namely, the suspected case detection engine and the visualization. The suspected case detection
engine analyses head poses and mouse movements to determine the abnormal behaviour of an
exam candidate. The focus of [16] has been improving the reliability and convenience of exam
reviewers by effectively visualizing the results of the case detection engine in three levels of
detail. The reviewers can use Student List View, Question List View and Behaviour view along
with playback facility to catch the wrongdoers. However, the experiments of the study have
been conducted on a device with an Nvidia Titan Xp GPU which is an expensive computational
device. Therefore, it is a question whether the proposed system can be utilized in low-resource
environments even by rebuilding it to be used on a CPU.

Authors in [17] have proposed a method to create a summary of pre-recorded videos
from sequences of abnormal behaviour of exam candidates modelled using a two-state hidden
Markov model, with observations defined as head poses. The video summaries generated
using the skim generation technique aid with the post-examination review. The invigilators
save time by reviewing the summaries, rather than videos that are hours long. Although the
scalability issue of e-proctoring in large-scale exams is addressed by these proposed systems,
the operational needs of their solutions have not been explicitly stated, therefore it is uncertain
whether they can be applied in low-resource settings.

Muzaffar et al. [18] have reported that developing countries contribute more to online
exam research than developed countries. Despite the higher contribution, developing
countries have failed to implement their solutions often due to unstable infrastructure, so the
proposals have been only limited to research publications. Proctoring solutions that are
operational in real environments [12, 13] are from developed countries like the USA and
Spain with stable infrastructure and high internet speed. Muzaffar et al. [18] further reported
that economic situations and existing e-learning infrastructure are highly important for the
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adoption of online exams in a country and recommend considering network infrastructure,
hardware requirements, implementation complexity and training requirements when
designing feasible online exam solutions.

Institutions have tried to implement affordable ad-hoc online proctoring methods to
deter academic misconducts in online exams. The study conducted in [19] has used Youtube
to livestream the footage taken by two web cameras to proctor a student during an
examination. They discourage using generic video streaming services to proctor online exams
since it heavily relies on a third party and due to privacy concerns [19]. Many universities
have adopted remote exam proctoring through video-conferencing software [20], [21]. This
method is convenient and affordable because it does not require additional hardware and
software. However, in cases where thousands of students take an online test simultaneously,
monitoring the student's physical learning environment as well as everything the student
performs during the examination to detect fraudulent activities manually using video-
conferencing software can be a tedious task [22].

Table 1
Summary of related work
. Has the study
Study/ Nature of the proctormg mentioned about the
. method (Manual/Semi- .
Commercial d/EUll Features of the system operational
Solution automated/Fully constraints of the
automated) .
proposed solution?
Facial Recognition
Manual Real-time audio analysis
ProctorU Semi-automated Prevention of usage of external No
Fully automated applications
Recording audio, webcam and screen
Facial Recognition
Semi-automated Prevention of website access and
ExamSoft - . No
Fully automated recording web traffic
Recording audio, webcam and screen
Preventing students from opening
Locdown unauthorized websites, copying and
- . . No
Browser pasting text, taking screenshot, and
printing during an assessment.
Semi-automated
(The reviewers can use
Student List View, Head pose estimation
[15] Question List View and Behaviour modelling for mouse No
Behaviour view along movements
with playback facility to
catch the wrongdoers)
Semi-automated Head pose estimation techniques
[16] (The proctors review the Video summarization techniques No
video summaries) (Skim generation)
Recording the surrounding, face of
Manual the candidate and his/her screen 3
[18] (The proctors watch the camera setup Yes
Youtube livestream) Livestreaming the recordings via
Youtube
This method is used to
Manual Recording the surrounding, face of determine the
our method (The proctors watch the the candidate and his/her screen 3 operational and

recorded videos submitted
by student)

camera setup using Zoom

environmental
constraints of e-
proctoring.
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The goal of this study was to understand the context and requirements for scaling up
online examinations in Sri Lanka, as well as to determine what could be improved for
subsequent deployment of online proctoring systems to maintain academic program quality in
low-resource settings. The considerable gap of access to quality internet connection, up-to-
date devices, and study-friendly environments among students in Sri Lanka are the barriers in
adoption of online learning [4]. Therefore, the online proctoring mechanisms should be in-
place in such a manner that it would not obstruct the education of students from low-resource
environments. As depicted in Table 1, neither the commercial solutions nor the research work
have explicitly mentioned the operational feasibility of the proposed solutions.

The study consisted in an in-class assignment of a Software Engineering course, that
was proctored using Zoom, a video conferencing software. After completing the assignment,
the participants were sent a post-exam feedback survey to communicate their experience with
online proctoring. The study revealed to what extent the available tools can be used to
conduct proctored online exams and the difficulties an exam candidate must face when
completing an examination in an environment with unstable infrastructure. Finally, the
findings were used to make informed decisions about features of a solution of online
proctoring system that could be well-suited for the available infrastructure.

2. RESEARCH METHODS

2.1. Requirements of the proctoring method of online exams

In onsite exams, students usually send signals or exchange chits as they look at each
other. As a result, examiners in the face-to-face classroom had to walk around, carefully
observe the students, and notify them if they engaged in any suspicious behavior. Remote
online exams must meet certain requirements to be comparable to onsite exams in terms of
ensuring academic integrity. There are two main types of evidence that should be obtained at
online exams, to ensure the academic integrity is not violated.

2.1.1. Is this the right candidate for the exam?

A big challenge in remote online exams is making sure that there is no room for
contract cheating or impersonation. Institutes must rightly identify the exam candidate, must
check if the candidate is a student of the institution and make sure that the correct candidate
answers the exam throughout the exam. Therefore, there should be evidence of continuous
authentication from the start to the end of the exam.

2.1.2. What does the exam candidate do during the examination?

Unlike in onsite exams, there are many more opportunities for exam candidates in
remote online exams to engage in academic misconducts. The activities of an exam candidate
during an online exam are of two sorts. The first is the activities he or she performs in their
physical learning place during the examination period such as using a mobile phone to search
for answers or seeking help from someone in the room. The second is the activities that
happen on device, such as accessing any other computer apps, including the internet browser,
functions like copying, pasting, or printing, use of virtual machines which could lead to
academic misconducts. Video evidence recorded using a webcam and evidence of system
activity during the examination should be obtained from the start to the end of the exam.

There are challenges to overcome in designing a proctoring solution suitable for usage
in Sri Lankan universities. The class size of a university is often between 100 — 200 and the
exams are conducted at a scheduled time for the whole class. The universities do not possess
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enough staff members to offer live proctoring when the exams go online. Public funded
universities are not financially strong enough to get services of third-party commercial
proctoring solutions. The proctoring solution should only use the common, widely available
devices without imposing a financial burden for the student. Speed, stability and affordability
of the internet connections and sudden power outages are the other problems students face in
adopting to the online exams.

2.2. Proctored online assessment

We used Zoom, a video conferencing software, to proctor a compulsory assignment
given to second year computer science undergraduates following the software engineering
module at the University of Colombo School of Computing, Sri Lanka. The exam consisted of
a case study, where participants were allowed to use only the module textbook during the
exam. Participants had to write their answers on paper within one hour, scan and upload it to
Moodle course page. There were no live proctors present, instead the recorded video of the
Zoom call had to be submitted with the answer scripts. This practice is in keeping with the
recommendations made by authors of [23], who advised using a uniform online exam policy
where a camera recording each student's computer screen and room is a requirement to deter
cheating in online exams. The primary camera, secondary camera and the screen recording are
the three main components, and their setup is shown in Figure 1. The hardware and software
setup of the proctoring method, the procedure including the instructions given and the
observations are discussed below.

Figure 1. Proctoring Apparatus Setup

2.2.1. Setup

The requirements exam candidates had to meet were a webcam (either built-in or a
peripheral device), a smartphone, access to Zoom video conferencing software and an internet
connection with a standard quality. The setup of the proctoring method and the purpose of
each component are as follows:
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v' Primary Camera

In this setup, a built-in webcam on exam candidate’s laptop or a USB webcam is used
as the primary camera to capture the face of the candidate. It provides the evidence on
candidate authentication predominantly. This camera does not provide enough information on
what the student does in his/her physical exam space.

v Secondary Camera

Since a built-in camera has a narrow viewpoint, a smartphone camera was used to
obtain evidence on what student does during the exam, his/her workstation as well as the
surroundings. We instructed the participants to set up the smartphone at a distance where the
workstation is clearly visible and provides a wider view on the surroundings.

v" Screen Recording

We needed to obtain evidence of the activities that happen on the participant’s screen to
fulfill all our requirements. Specifically, we wanted to make sure that the participant only uses
the module textbook during the exam. The screen sharing feature of Zoom is used to record
the activities on the screen of a candidate’s device.

Upon setting all the hardware, we instructed the participants to create a Zoom meeting
and to keep both the devices joined to the meeting and to share the screen. The video
recording should ideally have two camera streams and a screen recording, to be counted as
successful proctoring evidence. No live proctor was present, the submitted videos were
reviewed later.

2.2.2. Procedure

The procedure of the exam proctoring is of three stages. The instructions the candidates
must follow are detailed below.

v' Before the exam

— Setup the laptop/desktop computer with a webcam to provide a clear view of the face, in a
place with good lighting conditions.

— Join both the computer and the smartphone to the Zoom call with the video on and
microphone unmuted only on either of the two devices.

— Provide a 360-degree view of their workstation and surrounding using the smartphone.

— Place the smartphone at an appropriate distance to provide a clear view of the
surroundings.

— Verify the student identity by showing the University ID card in front of the primary
camera.

— Show the papers that you use to write on, using the primary camera to confirm that they are
empty papers.

— Start screen sharing on Zoom. Use the ‘Screen’ option to record all the windows open, not
only a specific window.

— Access the case study through Moodle.

v During the exam
— Write the answers on the piece of paper which was showed earlier.

— Do not stop the videos from either of the devices or the screen recording until the end of
the exam.

v’ After the exam
— Show the answer scripts to the webcam, scan and upload them to the Moodle course page.
— End the Zoom meeting, save the recording to your device and upload it as well.
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Moreover, we instructed the participants to provide information about the device they
used for the exam, and the details on network data consumption during the exam. A data
usage monitoring software called Glasswire was used to measure the data usage of the
session. We instructed the participants to select the time window of the exam on Glasswire
and report the data usage which occurred in the said period. A screenshot of the system
information was requested to obtain the device details such as the processor type and main
memory capacity. The purpose of collecting that information was to get an understanding on
common device types available with the students, which may affect the development of a
holistic examination system upon gathering requirements and constraints.

2.3. Post-exam feedback survey

A survey consisting of 16 questions was used to collect data about the participant’s
experience about the proctored exam. We sent the survey to all the participants regardless of
their consent to use the recorded videos for research purposes because the participants who
did not provide consent to use the videos due to privacy concerns preferred to answer an
anonymous survey regarding their experience. The survey consisted of 13 default questions
and 3 conditional questions based on the answers for the previous question. The survey was
anonymous, voluntary, and contained both close and open-ended questions. The questions
were supposed to reveal the experiences about the devices used, internet connectivity, the
factors that led to stress and perceptions about cheating during the exam. From the total of
197 participants, 147 (74%) had responded to the survey. The data required minimal cleaning,
since all the participants had genuinely answered the questionnaire. Hence, only once record
had to be removed due to duplication. Because of the exploratory nature of this study, the
quantitative results are presented using summary statistics. The quantitative data was
downloaded into a spreadsheet for analysis and the creation of data visualizations. The
qualitative data from the surveys was downloaded into a spreadsheet and manually coded
depending on the questions asked using deductive reasoning. Because the data was aligned
with survey questions, coding was relatively simple.

3. THE RESULTS

3.1. Proctored Online Assessment

In our online exam, we were able to collect 126 videos from participants who provided
consent for research purposes, from a total of 197 participants. The time length of a video
varies from 45 minutes to 90 minutes, as participants were allowed to conduct early
submission if they had finished all the questions. The videos consist of the participants’
behaviors, the events happening in their surrounding and the materials they refer to during the
exam.

3.1.1. Network Data

A total of 126 records on internet data usage including upload and download bandwidth
were collected. Some of the records had to be discarded due to inaccurate reporting. The
statistics of time spent, upload bandwidth and download bandwidth are given in Table 1
examining 67 records. Most of the entries were inaccurate or did not provide the required
information. Since two devices are connected to the zoom call, data consumption happens in
both devices.
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Table 2
Summary statistics of network data usage
Average Time Spent 52 minutes
Average Upload Bandwidth 480 MB
Average Download Bandwidth 148 MB

3.1.2. Device Details

Device details such as processor type, clock speed and total physical memory (RAM)
were collected. Only 49 records contained device information. Above 80% of the participants
had either an Intel Core 15 or 17 processor model, but this may not be the case in faculties.
The most common RAM capacity was 8 GB, but there were instances it was as low as 4 GB
and high as 32 GB.

3.1.3. Video Recordings

We were able to derive some interesting insights from the video data by manually
examining them. Unavailability of views does not always amount to academic misconduct. In
this experiment, exam candidates had to deal with situations such as technical glitches in their
electronic devices. If a candidate had to get up and fix the secondary device due to a problem,
going missing from the front view is not academic misconduct. The purpose of setting up a
secondary proctoring device is to observe the writing station and surroundings of the exam
candidates. The students do not possess the facilities to fully serve the purpose. Most of the
time the device was not positioned in such a way as to give a clear idea of the examination
candidate's surroundings. All three views were not available simultaneously in some
instances, which may raise concerns for the proctor.

Upon examining the video records, it was clear that designing a solution using only the
observations would not be enough. Therefore, we used a post-exam feedback survey to better
understand the challenges faced by the exam candidates during proctored online exams.

3.2. Post-exam Feedback Survey

In this section, we describe the survey findings, beginning with an explanation of the
quantitative data and then moving on to the qualitative data.

3.2.1. Quantitative Data

First, we wanted to know if the participants had clearly understood the instructions we
provided regarding the assignment, the proctoring setup, and the procedure. Participants’
agreement/disagreement to that statement (n = 146) were gauged on a 5-point Likert scale
(see Figure 2). 53 participants agreed with the statement, and 52% of the participants were
clear on the instructions given, while 30% did not either agree or disagree with the statement.
Only 17% said that they did not clearly understand the instructions.
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60 53
(36%)
50 44
(30%)
40
30 24 23
(16%) (16%)
20
10 2
(1%)
0 T
Strongly Disagree Disagree Neither Agree not Agree Strongly Agree

Disagree
Figure 2. Participants’ responses for the statement “The instructions about the assessment

format and proctoring setup were communicated clearly. ”

The number of the participants who had issues with the devices was close to 50% (see
Figure 3) and 66% of the participants had issues with their internet connection (see Figure 4).

76
52%

=Yes = No

Figure 3.Participants’ responses for “Did you have any issues with the device (e.g.
Computer, Laptop, Smartphone) during the assessment?

=Yes = No

Figure 4. Participants’ responses for “Did you have any issues with your internet connection
during the assessment? ”
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According to the data in Table 2, 46 of the participants (n=146) had issues with both the
internet connection and the devices. 34.9% had issues with the internet connection only, while
20% had issues only with the devices they used. Only 13% of the participants reported that
they did not encounter any issues concerning the internet connection and the devices. 86.9%
of the test participants have had at least one issue, which is alarming about the practical issues
of the proctoring setup.

Table 3

Summary on Counts of participants who had issues with internet connection
and devices during the assessment

Did you have any issues with Did you have any issues with the device (e.g., Total
your internet connection during Desktop, Laptop, Smartphone) during the (n=146)
the assessment? assessment?
Yes No
Yes 46 (31.5%) 51 (34.9%) 97
No 30 (20.5%) 19 (13%) 49
Total 76 70 146

3.2.2. Qualitative Data

Findings relating to problems in internet connections, issues in devices used, factors that
led to stress during the exam, and the factors that made cheating easy or hard during the
assessment, obtained as responses to open-ended questions, are discussed below.

Issues regarding internet connectivity

Participants faced several types of troubles during the exam due to low bandwidths,
instability, and sudden disconnection of the internet. The common issue many of the
participants faced was having to reconnect two devices to the Zoom session because of sudden
disruption of the internet connection. One respondent mentioned, “I lost my connection when
trying to access the internet with two devices and had to record again and again”.

We noticed participants leave the seat and adjust their smartphones in some instances,
which is evident in the comment:

“The need to use two devices to log in to the meeting several times displayed that my
network bandwidth is unstable and on one occasion my mobile phone was disconnected. After
I noticed that, I went back and re-connected it and then continued doing the assignment”.

Therefore, we can conclude that the instability of the internet connection is one of the
reasons for unavailability of certain views. When the internet connection is unstable, Zoom
automatically switches off the videos and the participant is not aware of it. Many of the
students reported that often the internet connection was unstable, unless it was a fiber
connection that is only available in urban areas. In cases of power outages, the participants
tried to connect the devices via a mobile hotspot. Mentioned below is a comment regarding
the mobile data signals:

“It's really hard to manage our bandwidth if we don't have a fiber connection. Else if
we got a power cut it’s hard to connect via mobile hotspot, during power cuts 4G connection
becoming to 2G or 3G (but the bandwidth is really low at that time)”’

Another issue that a considerable number of participants had to face was difficulties in
uploading the recorded video within the given time limit. One participant commented,
“Connection was not stable, and it took me more than 6 hours to upload the assessment
videos”. Average size of a video file ranged between 150 MB to 220 MB, and this was a
problem that could not be seen from the videos. Some people can forge the videos using this
issue as an excuse as well. Hence, there should be a mechanism that reports the behaviors as
soon as the exam is completed, whether the video is submitted or not.
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Issues regarding devices used

Poor battery health in both laptops and smartphones was the major concern participants
had regarding the devices. Using Zoom in smartphones for more than 1 hour seemed
problematic for many participants. Some responses regarding the issues faced due to bad
battery health of the devices used is stated below.

“My phone is having a low RAM and when the camera is turned on the battery drains
first. Luckily, I was able to finish the assessment before it died... phone storage space is also
very low... | had to delete several necessary applications in order to download zoom to my
mobile phone”

“My mobile phone runs out of battery very fast, so it is difficult to stay in zoom for
around 1 hour of time without charging.”

“Smartphone storage full and Battery is weak, so I have to keep the charger connected
during the assessment, which makes the mobile heated. ”

Other than battery health issues, broken in-built webcams, echo in microphones and
technical glitches in laptops were among the issues reported regarding the devices.
Participants were not in favor of using the smartphone as a proctoring device for a prolonged
time due to the above reasons.

Factors that led to stress during the assessment

The time constraints of the assessment, feeling of being recorded and fearing the technical
issues discussed above, were the factors that added stress and anxiety during the exam, which is
not the case in an exam hall. 57.8% of the participants strongly agreed with the statement that
this proctored assessment was more stressful than a traditional invigilated exam.

Several respondents reported that there were many other factors to pay attention to, on
top of answering the questions, which is not the case in an exam hall: “Unlike an exam
centre, our home environment is not peaceful, it's too noisy, which makes it more difficult to
concentrate in an exam. When we are in an examination hall, there is less probability that
external factors affect our results, only the knowledge we gain by studying will affect our
exam results. But when it is online, other external factors affect our results, like electricity, or
internet connection, our home environment. In an exam centre we only need to worry "how to
answer the questions™, but online we also worry what will happen when other external factors
affect the exams, thus we lose our concentration. Trust me | want to be supportive and help
the academics to conduct the exam successfully, but as these factors disturb and take away my
concentration, I'm not able to be supportive, I'm sorry about that.”

The participants said that external factors such as noisy environments, interruptions by
family members, malfunctions of the devices made it difficult for them to concentrate on
answering the questions. The participants did not have a peaceful exam environment at home.
For example, one commented, “There were a few disturbances such as background noises or
neighbors interrupting by knocking on door. Additionally, there wasn’t a comfortable place to
do the exam at the house since | have no separate room. Anyone could come to the house at
the time and interrupt what I was doing.”

The major stress-factor of this assessment was the fear that one would be accused of
cheating when facing a technical issue. A few responses that resonate with the above
statement are listed below.

“I had no proper place to set up my back camera so had to tape it to a wall - and it fell
off multiple times. | had to check it constantly and reposition it multiple times”

“If there is a power cut during an online exam, we do not know how it will affect our
exam, and how do we prove it to examiners? And if the power comes again, will it give us
back the lost time? If so, how? These factors are stressing me.”

From the above statements, it is evident that the participants were worried about proving
their innocence to the invigilators, if they were caught up with some issue during the assessment.
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Furthermore, many participants’ opinion was that the need to constantly check on the proctoring
setup reduced their attention on answering the questions. Below are some examples,

“Continuously I have to check out the devices are working well or not and also if one of
the devices or both disconnected then | have to re-connect. That is time consuming. So those
are stressful things when it comes to an exam.”

“It increased the stress since many uncontrollable factors contributed to the final
output other than our performance. Such as device performance, battery lifetime of the
device, network connection, meeting the deadline with uploading speed and everything had to
be looked into during the assessment and that reduced the focus on the assessment. ”

Factors that made engaging in misconduct easy or hard

Before inquiring the opinions on cheating in a proctored exam setup, we asked the
respondents to rate if the proctoring setup made cheating easy or hard, on a 5-point Likert
Scale (See Figure 5). 82 of 146 respondents said it was neither hard nor easy. Only 19 of 146
respondents believed that cheating was easy in that proctored assessment. According to the
findings of [24], the lack of clarity in examination instructions regarding what resources
might be used led to confusion over what constituted cheating. Therefore, we explicitly
mentioned that the participants could only use the module textbook for the assessment.

The participants mentioned that they did not have enough time to consider cheating,
because of the time constraints and the proctoring setup: “I do not think | had the proper
motivation to even attempt the assignment successfully given the conditions and the stress.
That alone discouraged any attempts to score any higher than I could at my best via cheating
in anyway”. This aligns with the findings of [24] but one respondent who mentioned that
cheating is somewhat easy in this setup stated that “examiners have to go through every
second in every recording to find out if any cheating happens”, which is conflicting. It is
evident that students think that it is a difficult task to manually review videos that are hours
long, hence they consider it as an opportunity to cheat.
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Figure 5. Student responses to the statement: “The online assessment made cheating ...”

4. DISCUSSION

This study concludes that it is impractical to develop a fully automated online
proctoring system in the current context. The best suited proctoring method is semi-automated
proctoring that reports the actions of an exam candidate during an exam session. Upon
examining the records, the final decision should be taken by invigilators. Moreover, there
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should be a fine balance between deterring academic misconduct using proctoring and the
inconvenience faced by the students during proctoring. Our findings say that a complex
proctoring setup itself is a factor that affects students’ performance during an exam,
regardless of academic misconduct. Academics should exercise caution when creating
proctoring systems, especially in developing nations, where the resources at their disposal
make it difficult to completely map online exams to traditional exams. Based on the
aforementioned conclusions, it is advised to add the following components to the typical
features of an online proctoring system for low-resource situations.

The main cause of most of the issues faced by the students is the secondary proctoring
device (mobile phone). Setting up a secondary device provides some useful information but
the impediments of having to set up a secondary device exceed the advantages. The two-
device setup doubles the network data consumption and doubles the work of the invigilators
because they must review two videos per candidate. The main issue reported regarding the
devices is the battery drainage of the mobile phones. The candidates say that they had to give
extra attention to ensuring the mobile phone is properly connected. Therefore, an ideal
solution should eliminate the need for the two-way camera setup.

Difficulties candidates face because of unstable internet connection are the next
important problem that should be addressed when designing online proctoring solutions. A
solution should minimally depend on the internet connectivity. Trying to identify the
performance constraints of a proposed solution to determine whether on-device proctoring
can be facilitated in common devices is another step that should be taken. Such facilitation
will enable offline mode where the internet will be required at the start and the end for
submission purposes only. Once the candidate is authenticated, the system should run offline
and should submit a behaviour report as soon as the exam is over instead of sending a bulky
video, which will reduce the time for video uploading. Moreover, an ideal solution should
include reports about internet connectivity if achieving offline mode is not possible. If
disconnected, the timestamps of the disconnected duration should be obtained so that the
student can continue answering when the connection becomes stable again without losing
writing time. If the behavior report is sent instead of uploading the video, the video must be
saved on the device until an examiner request it upon inspection of the behavior report.
Another possible feature which could lessen the gap of access to e-learning would be
expanding a solution functionality to include mobile phones and tablets, since it is reported
that many students in Sri Lanka use mobile devices to engage in online learning activities [4].

5. CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

Along with the rise of online education, online examination is becoming more popular.
However, it is obscure how to use technology to proctor online tests simply and efficiently
with limited resources. Our findings strongly suggest that online exam proctoring solutions
should be developed after carefully examining the constraints of the environment that it is
intended to be operationalized. Based on the outcomes of this study, future research could
look at a variety of topics on e-exam proctoring such as offline test proctoring, live-
transmission of action detection records or saving behavior report securely until the exam is
completed. Integration of the functions into a full online test system would aid in the seamless
operation of online education in contexts where internet connectivity and infrastructure are
unreliable. To scale the availability of trustworthy online exam processes, a possible future
work is to develop e-proctoring solutions that may well operate in various devices such
mobile phones, and tablets which would be highly beneficial in facilitating online education
in low-income counterparts of the society.
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AHoranis. OcKilbKY OHJIAMH-HABYaHHS HaOyBa€ MOMYISIPHOCTI, OHJIAHH TECTH CTAIOTh BCE OLIBII
nolMpeHnMu. BonHodac mnpu  OHJIAWH-OLIHIOBAaHHI 3HAHb CTYJNCHTIB pIBEHb aKaJeMidHOl
HEJJ00POYECHOCTI 3HAYHO BUILUHA HIX ITiJl 4ac MPOBEACHHS ICIUTIB TpaAMIiitHUM criocoboM. Jlis
3arno0iraHHsl  aKaJeMiYyHMX NOpYIIeHb IMiJ 4Yac OHJAMH-TEeCTIB  HaBYalbHI  3aKiIaau
BUKOPHCTOBYBQJIM CIICIiajibHI METONM OHJIANH-NPOKTOPIHTY. 3Ba)Kaloud HA HHU3BKHUH pIBEHb
OCHallleHHS 1H(PAaCTPYKTYpH, SIK-OT: MOBiJbHE MIAKIIOYEHHS a0 IHTepHeTy Ta BiJCyTHICTh
CYMICHOCTI OOJIaZIHAHHSI — CKJIaJJHO 3PO3YMITH, Y SIKH CIIOCIO Kpalle 3acTOCYBaTH TEXHOJOTII0
JUISL TIBUAKOTO Ta e(QEeKTUBHOTO KOHTPONIO OHJAiH-TecTiB. Mera I1bOrO JOCIHIKEHHS —
BHU3HAYUTU HEOOXIHI PECypCH 1 BUMOIH ISl TIOIIMPEHHsI OHJIAHH-ICIUTIB Y HABYAJIbHUX 3aKJIaax
pi-Jlanku, MOXKIUBI NIISIXH IOAO MOKPAILICHHS 1 MOIIMPEHHS CHCTEM OHJIAWH-IPOKTOPIHTY B
YMOBax OOMEKEHHUX PECypciB BiIIOBIIHO 0 BUMOI akKaJeMIUuHHX mporpaM. Bymo mocimimkeHo
MPOBENICHHS IPOKTOPIHTY ayAUTOPHOro 3aBOaHHA LI Kypey «lIporpaMHol iHKeHepii» y BUIIOMY
HaBuanbHOMY 3aknaai Ha Ilpi-Jlanmi, sikuid 37AiHCHIOBaBCS 3a JOMOMOrOK MPOrPaMHOIO
3abe3neueHHst Ui BijeokOH(pepeHIid y MOBHICTIO BimjaneHoMmy noctymi. [licns icmury Oyio
MPOBEIEHO ONWUTYBAHHS CTYACHTIB IIOAO OTPUMAHOTO JOCBiLYy 3 OHJIAHH- TPOKTOPIHTY.
OnuryBaHHS MaJl0 BHSBHTH JIOCBiJ IIOJO MPHUCTPOIB, SKi Oy BUKOPHCTAaHI, ITiIKIIOUYEHHS 0
Inreprery, ¢axTopiB, SKi NMPU3BENH OO CTPECY Ta YCBIIOMIIEHHS, IO MOMJIMBE BHSBIICHHSI
CIHCYyBaHHSA miA 4Yac icnuty. g mpuiHATTS OOIPYHTOBAHOTO PIMICHHS IMIOAO MOAAJBIIOrO
TIOIMPEHHS] TEXHOJIOTiH OHJIaMH- MPOKTOPIHTY OYyIIM MpoaHalli30BaHi JaHi, OTpUMaHi SIK T 4ac
BUKOHAHHS 3aBJAHHS, TaK 1 I 9Yac ONMWTyBaHHSA. Y CTAaTTi HaBeIEHI OTPHUMAaHi pe3ylbTaTH
MIPOBEIEHOI0 EKCIIEPIMEHTY, SIKi BKa3ylOTh Ha HEOOXiTHICTh MOAANBIIOTO MOIIMPEHHS OHJIANH-
MIPOKTOPIHTY icHTiB. BU3HaueHO, MO I IBOTO € HEOOXiTHOI YMOBOIO pETelNbHE BUBYCHHS i
BpaxyBaHHS TaKHX iCHYIOUMX OOMEXEHb, SIK IIBHUAKICTH, CTAOUIBHICTH 1 HOCTYMHICTH [HTEpHET-
3’€JHaHHS, DANTOBi BIJKIIOYECHHS ENEKTPOCHEPTii B CEpPEeNOBHINI, y SKOMY BOHH OyIyTh
BHUKOPUCTOBYBATUCS. TakWii MiIXiJ IOTOMOXE PO3KPUTH CIPABXKHIA ITOTEHIIad TEXHONOTiH
eNIEKTPOHHOT0 HAaBYAHHSI.
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